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Abstract: 

In much utilization of remote sensor systems (WSNs), hubs go about as informat ion sources and forward estimations to a focal 

base station (BS) that may likewise perform arrange administration assignments. The constant stream of bundles towards the ba se 

station empowers the foe to dissect the activity and reveal the base station position. Regardless of the possibility that a WSN 

utilizes tradit ional security primitives, for example, encryption and verification, an enemy can apply activity examination methods 

to discover the BS. Consequently, the BS ought to be kept unknown to ensure its personality, part, and area . We present a 

technique to avoid such an attack by morphing the traffic pattern in the WSN. Our approach introduces multiple fake sinks and  

deceptive relays in a cluster based topology where a set of sensor nodes in a WSN are grouped into non-overlapping clusters, each 

is led by a cluster head (CH). A CH aggregates data from its cluster members. A mesh topology is then shaped for all CHs and BS 

for scattering of the amassed information. The BS takes an interest in the between CH parcel sending with the goal that it doesn't 

get to be distinctly discernable among the CHs. The made fake activity deludes the enemy in the system. We present an algorithm 

that forms a dynamic load balanced routing tree (LBRT) for each sink. LBRTs are used to decide the beguiling hand-off hubs, 

characterize the misleading parcel era rate and course the genuine informat ion. The recreation comes about affirm that our 

proposed countermeasure adequately improves the area security of the BS without noteworthy effect on the system's execution 

and lifet ime. 
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1. INTRODUCTION 

 

A remote sensor organize (WSN) is a remote system 

comprising of spatially circu lated independent gadgets 

utilizing sensors to screen physical or ecological conditions. A 

WSN framework jo ins a door that gives remote network back 

to the wired world and disseminated hubs. Engineers have 

made WSN applications for zones including medicinal 

services, utilit ies, and remote observing. In medicinal services, 

remote gadgets make less intrusive patient observing and 

social insurance conceivable. For ut ilities, for e xample, the 

power lattice, streetlights, and water municipals, remote 

sensors offer a lower-cost technique for gathering framework 

wellbeing information to diminish vitality utilization and 

better oversee assets. Remote checking covers an extensive 

variety of utilizat ions where remote frameworks can 

supplement wired frameworks by diminishing wiring costs 

and permitting new sorts of estimation applications.WSN hubs 

are ordinarily sorted out in one of three sorts of system 

topologies. In a star topology, every hub associates 

specifically to an entryway. In a bunch tree organize, every 

hub associates with a hub higher in the tree and after that to 

the portal, and informat ion is steered from the least hub on the 

tree to the passage. At last, to offer expanded dependability, 

work systems include hubs that can interface with numerous 

hubs in the framework and go informat ion through the most 

solid way accessible. This work connection is regularly 

alluded to as a switch. A WSN hub contains a few specialized 

parts. These incorporate the radio, battery, microcontroller, 

simple circuit, and sensor interface. When utilizing WSN rad io 

innovation, you should make essential exchange offs. In 

battery-fueled frameworks, higher radio information rates and 

more regular radio utilize expend more power. Regularly three 

years of battery life is a prerequisite, so a large portion of the 

WSN frameworks today depend on Zig Bee because of its 

low-control utilization. Since battery life and power 

administration innovation are always developing and in view 

of the accessible IEEE 802.11 data transmission, Wi-Fi is an 

intriguing innovation.A sensor node is a node in asensor 

network that is capable of performing some processing, 

gathering sensory information and communicating with other 

connected nodes in the network. Privacy in wireless sensor 

networks is divided into data oriented privacy and context-

oriented privacy [6].Data oriented privacy is a privacy of the 

data contained in the packets. It can be provided by encryption 

of the data and authentication process can be applied, it can be 

divided into data aggregation and data query. Data aggregation 

may be done by computing mean, standard deviation, 

variance, etc. the context oriented privacy such as the location 

of the source or the sink can be deduced by analyzing the 

network traffic and examin ing the routing function. Context-

oriented privacy is classified into location privacy such as a 

source location and receiver location privacy and temporal 

privacy. Location privacy must be provided in WSNs. Here, 

our focal point is the sink location privacy in WSN.  The BS 

acts as a sink which collects the data, processes them and 

interfaces the WSN to remote users. The unique role of the BS 

in the WSN attracts adversary’s attention since the BS can be 

a single point of failure. Anonymity of the BS refers to hiding 

its location, role, and ID from adversaries. Sustaining the BS 

anonymity is thus of utmost importance for averting 

adversaries attacks and maintaining a robust network 

operation. Basically, the BS should be undistinguishable from 

other nodes in the network. Quite a few techniques have been 
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introduced to counter the network traffic analysis attack and 

increase the anonymity of the BS. The basic idea of these 

techniques is to make it difficult for the adversary to 

successfully correlate all collected evidences in order to keep 

the BS unidentifiable from other sensor nodes in the WSN. In 

this paper we aim to increase the BS anonymity by morphing 

the movement pattern which normally points out the BS, to 

another pattern that implicates different nodes in the network. 

The idea is to introduce fake sinks with the same or higher 

volume of incoming movement than the BS. To create such a 

pattern, some nodes are located as deceptive relays to 

deceptive packet flows from the data routes and create 

redundant traffic toward the fake sinks. The created fake 

movement introduces hotspots in the network contributing to 

misleading the intruder that the BS is in these spots. Every 

node in the data path may be chosen as a deceptive relay 

aiming to achieve the highest level of anonymity and also to 

balance the load. The number and position of the fake sinks 

are carefully picked to strike a balance between the anonymity 

and network lifet ime goals. Our traffic morphing through 

routing to fake sinks (MoRF) approach applies a heuristic 

based on the cluster based topology and anonymity to 

determine fake sinks and form a dynamic load balancing tree 

(DLBT) for each of these sinks in order to avoid burdening a 

subset of nodes with the excessive overhead, enable adapting 

the faked traffic to changes in node state and prevent the 

adversary from identifying the deceptive relays.  This paper 

also presents a link and network cross-layer technique for 

increasing the BS anonymity. The simulation results confirm 

the effectiveness of MoRF. Fig below represents the 

communicat ion between the nodes initially. The rest of the 

paper is organized as fo llows. Section II describes the related 

work. Section III summarizes proposed work. Section IV 

describes comparative study & the approach in detail. Section 

V concludes the paper, and Section VI list the references. 

 

 
Figure.1. initial nodes and Base station communication. 

 

2. RELATED WORK 

 

In recent years, concealing the ID, role and location of nodes 

has attracted lots of attention in the realm of WSNs and a 

variety of approaches have been proposed for sustaining node 

anonymity. Existing work can be classified into source 

anonymity and BS anonymity [1] [5]. Given the contribution 

of this paper, we focus on the BS anonymity. Many of the 

published techniques to counter the threat of traffic analysis in 

WSNs have focused on concealing the location of data sources 

[3] [4]. The use of fake sinks and deceptive relay nodes has 

been pursued as means for boosting the location privacy of the 

BS [7-8]. In [7], simulation is used to explore the effect of 

fake sinks; yet no algorithm was proposed to determine how 

many, where they are to be and how to route traffic to them. 

Ying et al. [8] proposed an algorithm to determine the location 

of the fake sinks aiming to min imize the total traffic load in 

the network. However, the fact that the routing topology as 

well as the first fake sink are p icked randomly cannot 

guarantee that the selected set of fake sinks min imizes the 

traffic load in the network. Additionally, nodes are assumed to 

be deployed on a grid topology, with the distance between two 

neighboring nodes on the grid equals the communication 

range of the nodes. Obviously such an assumption limits the 

applicability of the algorithm. MoRF address the identification 

of the fake sinks; yet only MoRF factors in the traffic load by 

probabilistically generating deceptive packets towards the fake 

sinks such that the traffic is well distributed across the 

network. While MSI[mult iple sink illusion] applies MoRF’s 

heuristic to determine the fake sinks, unlike MoRF, MSI 

deterministically identifies deceptive relay nodes and defines 

their deceptive packet generation rate in order to turn the 

vicinity of the fake sinks into hotspots without a significant 

impact on the network’s performance. 

 

3. PROPOS ED METHODOLOGY 

 

The idea is to form a cluster-mesh topology where the BS acts 

as one of the cluster-heads shown in fig (a). Clustering is a 

popular methodology for supporting scalability and extending 

the WSN’s lifet ime by grouping sensor nodes and electing a 

cluster head (CH) for each group. Each CH collects the data 

from its cluster members (CMs) and forwards the aggregated 

data to the BS over an inter-CH d issemination tree [3]. Unlike 

published techniques we form a mesh on the level of CHs and 

BS rather than a tree. A CH receives data packets from its CMs 

in its cluster (Intra-cluster communication) and generates a 

single packet of an aggregated packet payload and multicasts 

the aggregated packet to its neighbor CHs (Inter-cluster 

communication) on the cluster mesh. The aggregated packet 

will be then disseminated to all CHs and BS on the mesh until 

the BS receives it. Furthermore, the BS participates in the 

clustering procedures so that it appears as one of the CHs rather 

than the sink of all traffic. The effectiveness of our technique 

for forming cluster-mesh topology to boost BS’s anonymity 

(CMBA) is validated through simulation and is shown to 

outperform competing schemes in terms of the achieved level 

of anonymity and imposed overhead. We intend to build the 

BS secrecy by transforming the movement design which 

typically calls attention to the BS, to another example that 

ensnares diverse hubs in the system. The thought is to present 

fake sinks with the same or higher volume of approaching 

movement than the BS. To make such an example, a few hubs 

are assigned as beguiling transfers to de-connect bundle 

streams from the information courses and make excess activity 

toward the fake sinks. The made fake movement presents 

hotspots in the system adding to deluding the enemy that the 

BS is in these spots shown in fig(b). Each hub in the 

information way might be picked as a beguiling hand-off 

meaning to accomplish the largest amount of secrecy and 

furthermore to adjust the heap. Our activity transforming 

through steering to fake sinks (MORF) approach applies a 

heuristic in view of the system topology and namelessness to 

decide fake sinks and frame a dynamic load adjusting tree 

(DLBT) for each of these sinks keeping in mind the end goal to 

abstain from troubling a subset of hubs with the unnecessary 

overhead, empower adjusting the faked movement to changes 

in hub state and keep the enemy from distinguishing the 

beguiling transfers. The reproduction comes about affirm the 

adequacy of MORF. 
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Figure.2.(a). cluster head nodes communicating  

 

 
 

Figure.3.(b). fake sinks 

 

4. MODULE DESCRIPTION 

 

A. CLUSTER BAS ED TOPOLOGY GENERATION 

MODEL 

This is a model where we init iate the simulat ion by creating 

the nodes and base station. This model also represents the 

creation of fake nodes and fake sinks. The fig below shows the 

cluster of nodes created. 

 

 
 

Figure.4. cluster of nodes 

 

B.  MORF APROACH MODEL  

This is a model where we use the morf technique in-order to 

evaluate the base station and fake sinks where the dummy data 

is introduced to divert the attention of the adversary by 

making the base station anonymous by which the transmiss ion 

of original packets takes place without any dropping of 

packets. Fig below shows how fake sinks network where fake 

nodes which are introduced in the network communicate with 

each other like all other nodes in the network. 

 

 
Figure.5. fake sink network  

 

C.  DFS BAS ED ROUTING TABLE MODEL  

Each node, base station, fake node and fake sinks  created have 

its entry in the routing table. The routing table consists of 

address or location of the nodes which help in routing the data 

packets to its destination. The DFS algorithm is used to find 

the path between the base station and the nodes whereas BFS 

algorithm is used to transfer the dummy data between the fake 

nodes and fake sinks. Dynamic load balancing tree is used to 

balance the load of the network to prevent any breakdown due 

to load. 

 

D. NODE-ENERGY CALCULATION MODEL 

The fig(a)(b) below shows energy calculation and the total 

energy harvested of each node. 

 

 
Figure6.(a) node energy calculation 

 

 
Figure.7. (b) total energy harvested by each node.  
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5. CONCLUS ION 

 

The important role of the BS makes it a preferred target for 

adversary’s attack. An adversary can intercept the data 

transmissions of the sensor nodes and correlate them through 

traffic analysis techniques. Since the BS is the central sink of 

all traffic in a WSN, the adversary will be able to locate the 

BS. In this paper, we have proposed CMBA, a novel approach 

for boosting the BS anonymity i.e . the effectiveness of our 

technique for forming cluster-mesh topology to boost BS’s 

anonymity (CMBA) is validated through simulat ion in NS3. 

The idea is to form cluster-mesh topology. When serving in an 

antagonistic domain, a WSN gets to be distinctly subject to 

expanded assaults. The BS is of exceptional enthusiasm to a 

foe given its part. The enemy can capture the different 

transmissions and lead activity examination keeping in mind 

the end goal to decide the area of the BS and target it with 

disavowal of administration assault. This paper has displayed 

MORF, a novel way to deal with counter such activity 

investigation by transforming the movement design in the 

system. MORF accomplishes that by presenting tricky 

transfers that course repetitive parcels to fake sinks. Point by 

point investigation and calculation have been produced for 

deciding the number and position of the fake sinks, and for 

choosing the most suitable hubs to fill in as beguiling 

transfers. The execution of MORF is approved through NS3 

reproduction. The reproduction comes about have affirmed the 

viability of MORF in expanding the obscurity of the BS and 

the fittingness of the choice of the fake sink tally and situation. 
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